IHamsaTka 1is odyyaromuxcs 00 HHGOPMALMOHHOI 0€30IIACHOCTH J1eTeH

Henvza
1. BceM moapsi cooOmiaTh CBOKO YaCTHYIO HHGOPMAITUIO (HACTOSIIINE UMS,
dbamunmro, TeraedoH, aapec, HOMEp MIKOJIbI, a TaKke GoTorpaduu CBOU, CBOCH
CEMBHU U JpY3ei);
2. OTKpbIBaTh BIOKEHHBIE (DAaliIbl 3JIEKTPOHHOM MMOYTHI, KOT/1a HE 3HACIIb
OTIIPaBUTEIS;
3. I'pyOouts, mpuanpaThCs, OKa3bIBaTh JABIICHUE - BECTU CEOsI HEBEIKIIMBO U
arpeccuBHO;
4. He pacniopspkaiics JeHbI'aMH TBOCH ceMbU 0€3 pa3pelIeHus CTApIINX - BCETaa
CIIpallrBail poaUTENeH;
5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEAJIbHON KU3HH - IOCOBETYUCS CO
B3pOCIIBIM, KOTOPOMY JOBEpSEIIIb.
OcmoposicHo
1. He Bce numryt npasay. Ynraems o cebe HenpaBay B MIHTepHETE - co0oOIIH 00
STOM CBOUM POJMUTEISM HIIU OTIEKYHAM;
2. Ilpurnamarot nepenuceBaThCs, UTPaTh, OOMEHUBATHCS - IIPOBEPH, HET JIU
MOJIBOXA;
3. HesakonHnoe xonmpoBanue (aiinoB B IHTEpHETE - BOPOBCTBO;
4. Bcerna pacckas3biBaii B3pOCIbIM O TpoOiieMax B CETU - OHU BCEria IOMOTYT;
5. Hcnonb3yii HacTpoiiky O€30MaCHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSITH CBOU
AKKayHTBI B COIICETAX M JIPYTHX MOpTaiax.
Moorcno
1. VBaxail npyrux nosb3oBaresei;
2. Tlomp3yembest UHTEpHET-UCTOYHUKOM - JIeNIail CCBIIKY Ha HETO;
3. OTKpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OOpaimarbcs 32 MOMOUIBIO B3POCIIBIM - POAUTENH, ONEKYHbI U aIMUHUCTPALIUS

CaliTOB BCceraa IMOMOT'yT

NupopmanuoHHasi MaMATKA

AJIs1 00y4AKOIIMXCH AJIs1 pa3MellleHns HAa 0(pMIMAJIbHBIX HHTEPHET-pecypcax

C KaX/1bIM T'OZIOM MOJIOZIEKH B HHTEPHETE CTAHOBUTHCS OOJIbILE, a IIKOJIBHUKH OJTHU U3
CaMbIX aKTUBHBIX NOJb30Bareneil Pynera. Mex 1y TemM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPoOIeMbl. DTa mamsTKa JOJDKHA TTOMOYb Te0e
0e30MacHO HaXOJAUTHLCS B CETH.

KoMnbroTepHsbie BUPYChI

KoMmnproTepHbIil BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpaMM,
OTJIMYUTETILHOW OCOOEHHOCTHIO KOTOPOH SABIISIETCS CHIOCOOHOCTH K pa3MHOXKEHHI0. B
JIOTIOJTHEHHUE K 3TOMY, BUPYCBI MOTYT ITOBPEIUTD WM IIOJHOCTHIO YHUUTOKUTH BCE
Gaiinbl ¥ TaHHBIE, TOJIKOHTPOJIbHBIE MTOJIH30BATENI0, OT UMEHU KOTOPOro Obljia 3amylieHa



3apaXeHHAsl MPOTPaMMa, a TAKKE MOBPEIUTH WIIN JaKe YHUYTOXKUTH OMEPAIIHOHHYIO
CUCTEMY cO BceMu (haiiiamu B 11eJIoM. B GonbIIMHCTBE CiydaeB paclpOCTPaHSIOTCS
BHUPYCHI UEPE3 UHTEPHET.

Memooul 3auiumsl om 6D€()OHOCHle npozcpamm.

1. Hcnonb3yii coOBpeMeHHBIE ONEPaAllMOHHBIE CUCTEMbI, UMEIOIIUE CEPhE3HbII
YPOBEHB 3alIUTHl OT BPEIOHOCHBIX IIPOrpaMM;

2. TlocTosHHO ycTaHaBiMBail mauyT (LU(POBBIE 3aIIATKH, KOTOPbIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LENbIO JOPAaOOTKH MPOTpaMMBbl) U Ipyrue OOHOBJICHUS CBOCH
orepanuoHHoi cucteMbl. CkauMBail UX TOJIBKO ¢ OHUIIMAIBHOTO caifTa
pa3pabotunka OC. Ecnu cyiecTByeT pexkuM aBTOMaTHIECKOTO OOHOBIICHUS,
BKJIIOYH €TO0;

3. Paloraii Ha cBOeM KOMITbIOTEPE O] IIPAaBaMH ITOJIb30BATEIs, a HE
aJIMHUHHCTpATOpa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAILHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOAYKTHI H3BECTHBIX

IPOM3BOIUTENEH, C aBTOMAaTUYECKHM OOHOBIICHHEM 0a3;

Orpanndb GU3NYECKHUl TOCTYN K KOMIBIOTEPY A7l TOCTOPOHHUX JIHII,

Hcnonp3yit BHEITHIE HOCUTENN MH(POPMAIINH, TAKUE KaK (IICIIKa, JUCK HITH

daiin U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (ailibl, TOJYyYEHHbIE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxe Te (haiiibl, KOTOpbIE MpUciall TBOM 3HAKOMBIX. Jlyure yTouHu
y HEro, OTIPABJISUI JIU OH TeOE uX.

oo

Cetu WI-FI

Wi-Fi - aT0 He Bux mepeaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JINIIb OpeH I, Mapka. Erie
B 1991 rony Hunepnanackas kommanus 3aperucrpupoaia openn "WECA", uto
o0o3Hauaio cioBocoueranue "Wireless Fidelity", koTopslii mepeBouTCS Kak
"GecnipoBOIHAS. TOYHOCTH'".

Jlo Hamero BpeMeHH AoluIa Ipyras abopeBuaTypa, KOTopas sSBJISIETCS TaKOU ke
TexHojoruei. Iro abopesuarypa "Wi-Fi". Takoe Ha3BaHUE ObUIO 1aHO C HAMEKOM Ha
CTaHJapT BbICIIEH 3ByKoBOM TexHukH Hi-Fi, yTo B mepeBojie 03HavaeT "BbICOKast
TOYHOCTB".

Ja, 6ecrutaTHbI MHTEPHET-I0CTYI B Kade, OTeNAX U a3poropTax ABISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOTHE 3KCTIEpPTHI CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS 6€30MacHBIMU.

Cogemvl no bezonacnocmu pabomwl 8 obwedocmynuolx cemsx Wi-fi:

1. He nepenasaii cBoro muHyro nHpopmaImio yepes oomenoctymasie Wi-Fi cetn.
Paboras B HuX, ’KenaTeabHO HE BBOAUTH MAPOJIH JOCTYIIA, JOTHHBI U KAKHE-TO
HOMeEpa;

2. Hcnonp3yit 1 0OHOBIIAN aHTUBUPYCHBIE ITPOrpaMMBbl U Opanamayep. Tem caMbiM
ThI 00€30MacuIllb ce0s1 OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢pynkuuio "O6muit noctyn K ¢aitiam u
npuntepam". JlanHas QyHKIUS 3aKpbITa [0 YMOJTYaHHIO, OJHAKO HEKOTOPHIE



MI0JIb30BATEM AKTUBUPYIOT €€ /IS y100CTBa HCII0JIb30BaHMs B paboTe Win
yuaebe;

4. He ucnonb3yit nyoamunsiii WI-FI 1ns nepenaun mTMUHBIX JaHHBIX, HATPUMED IS
BBIXO/Ia B COIIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MIOUTY;

5. Hcnonb3yii Tonpko 3ammieHHoe coenunenue uepe3 HITPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBoau UMEeHHO "https://";

6. B moOunbHOM Tenedone oTkimoun pynkuuto "Tloakmouenue k Wi-Fi
aBroMatuyecku'. He nomyckaii aBTOMaTuyeCKOro MOJKJIFOUEHHs YCTPOUCTBA K
ceram Wi-Fi 6e3 TBoero cormnacusi.

COIII/Ia.]'IbeIe ceTHn

CouuasbHble CETH aKTHBHO BXOJST B HAIIY JKM3Hb, MHOTHUE JIFOJJH PAOOTAIOT U KUBYT
TaM MOCTOSTHHO, a B Facebook y»ke 3apeructpupoBan MHJUTHAP]T YETOBEK, YTO SBISCTCS
OJIHOM CeZbMOM BCEX JKUTEJICH IIaHeThl. MHOTHE M0JIb30BaTEN HE IOHUMAIOT, YTO
uHpOpManys, pa3MeIIeHHasi UMU B COIIMATIBHBIX CETSX, MOXKET ObITh Hai/ieHa 1
UCIIOJIb30BaHa KEM YIOHO, B TOM YHCIIE HE 0053aTeIbHO C OJaruMi HaMePEHHSIMH.

Ocnosnble cosembl N0 Oe30NACHOCIU 8 COUUAIbHbIX cemAx.

1. Orpannyb criucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJHKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amminai CBOIO YaCTHYIO JKM3Hb. He yka3wiBaii mapoiu, TeaedoHbl, aapeca, 1aTy
TBOETO POXKJIECHHS U APYTI'YIO JIUYHYIO HH(POPMALKIO. 370yMBIIUIEHHUKHA MOTYT
UCTIOJIB30BAaTh J1a)kKe WH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE
IPOBECTU KaHUKYJIbI;

3. 3ammumai CBOIO PEIyTaIuIo - IEPXKH €€ B YUCTOTE U 3a7aBaii cebe BOIPOC: XOTel
OBl ThI, YTOOBI IpyTHe MOIb30BATENN BUAEIH, YTO ThI 3arpysxaeib? [Toxymaii,
MPEXJIe Y€M YTO-TO OIyOJIMKOBATh, HAIIUCATH U 3aTPY3HTh;

4. Ecnu Tl TOBOPHILB C JIOIBMHU, KOTOPBIX HE 3HAEIllb, HE UCIIOJIb3YH CBOE
pearpHOe UMSI U IPYTYIO JIMYHYI0 HHPOPMAIIUU: UMsI, MECTO KHUTEIhCTBA, MECTO
yueObl U IIpouee;

5. U3sberaii pazmenienus ¢pororpaduii B UuTepHere, rae Tl 1300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO OIPENIeIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucrpanuu B COMAIBLHON CETH HEOOXOIMMO HCIIOIb30BaTh CJIOKHBIE
MapoJx, COCTOSIIIME U3 OYKB U LIU(P U C KOJIMIECTBOM 3HAKOB HE MEHee §;

7. Jns conyanbHOU CeTH, MOYTHI U IPYTHX CAHTOB HEOOXOAMMO UCIIOIB30BaTh
pasubie mapoiu. Torma eciu Te0st B3IIOMAOT, TO 3710yMBIIUICHHUKY TOTyJaT
JIOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE JeHbI U

DNEKTPOHHBIE IEHBIH - 3TO OYEHb YAO0OHBIN CIIOCO0 MiaTekel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JAECHBIH.

ONEKTPOHHBIE IEHBIY MOSIBUINCH COBCEM HEJABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax 0 CUX IMOP HE MPOMUCAHO PO HUX B 3aKOHAX.



B Poccun ke oHr (PyHKIIMOHMPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, I7I€ UX
pa3leNsioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MpOBOIUTH Ollepaluu 0e3
UICHTU(UKAIIMN TI0JIH30BATEIN, @ B HCAHOHUMHBIX WACHTU(DHUKAIHS MTOJIB30BATES
ABIIIETCS 0053aTETIBLHOM.

Taroke cremyeT pa3nuyarhb JIEKTPOHHBIE (PUaTHBIC 1EHBIU (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHBI'H (HE PaBHbBI TOCYJapPCTBEHHBIM BAJIIOTaM).

OcHosnrble cosembl no 6e30nacHol pa60me C SJIEKNMPOHHbIMU OeHbeaMu:

1. TlpuBsxu K cyeTy MOOWIIBHBIN TenedoH. DTo caMblil yAOOHBIH U OBICTPBIN
C1oco0 BOCCTAaHOBUTH JOCTYM K cueTy. [IpuBsizaHHbIN TeaedoH MOMOXKET, €CIH
3a0y/enb CBOM TUIATeKHBINA apoJIb HITH 3aiIellb Ha CaliT ¢ HE3HAKOMOTO
YCTPOICTBA;

2. HWcnonp3yii omHOpa3oBbie mapoiu. [locie mepexona Ha yCUIICHHYIO aBTOPHU3AIIHIO
Tebe y)ke He OyJeT yrpokaTh OMACHOCTh KPaXKU HIIM TiepexBaTa IJIaTeKHOTO
napoJs;

3. BriOepu cnoxublii napois. [IpecTtynHukam OyaeT He MPOCTO YraaaTh CIOXKHBIN
napoJib. HajexxHslie mapoiu - 3To mapoim, KOTOpbIe CoAepKaT He MeHee § 3HAKOB
U BKIIIOYAIOT B ce0sl CTPOYHBIE U MPOMHUCHBIE OYKBBI, HIU(PBI U HECKOJIBKO
CHMBOJIOB, TAKHE€ KaK 3HaK JI0JU1apa, GyHTa, BOCKINLIATEIbHBINA 3HAK U T.II.
Hampuwmep, $tROng!;;

4. He BBOIU CBOM JIMYHBIC JaHHBIC HA CaliTax, KOTOPHIM HE JJOBEPSICIIb.

DJIeKTPOHHASA MOYTA

DJIEKTPOHHAs [10YTa - TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOPBIE PACTIPEAETISIOTCS B KOMIBIOTEPHON
cetu. OOBIYHO JIEKTPOHHBIN MOYTOBBIN SIIIUK BHITJISIUT CIEIYIOITUM 00pa3oM:
uMs_TIOJb30BaTeNnss(@umMsi_noMeHa. Takke Kpome mepeaadu IpocToro TeKCTa, HMEeTCs
BO3MO>KHOCTH TIepe/iaBaTh (anbl.

OcHosnvie cosemvl no bezonacHou pabome ¢ INeKMPOHHOU HOYMOUL.

1. Hapno BbIOpaTh MpaBUIIbHBIN TOYTOBLIN cepBHC. B MHTEpHETE €CTh OrPOMHBII
BbIOOp OECIIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIY4IlIE JOBEPSITH TEM, KOT'O
3HACIIb U KTO IEPBLIN B PEUTUHTE;

2. He yka3pIBaii B tmuHON No4Te JIMYHYIO HH(pOopMaruio. Hampumep, srydrire
BBIOpaTh "My3bIKaIbHBIN (panaT@" win "pok2013" Bmecto "temal3";

3. Hcnonp3yii ABYX3TAIHYIO aBTOPH3AIMIO. JTO KOTa IOMHMO MTapOJIsi HY)KHO
BBOJIUTH KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepu CI0XKHBIN Mapoib. [ Ka10ro mo4YToBOro SIIKKa J0JIKEH ObITh CBOM
HaJCKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecium ecTh BO3MOKHOCTB HAIllMCaTh CaMOMY CBOW JIMYHBIN BOMPOC, UCTIONB3YH ATy
BO3MOKHOCTB;

6. Hcnonp3yii HECKOIBKO MOYTOBBIX SIIUKOB. [1epBbIil TSt YaCTHOW MEPENUCKH C
azipecaTamMH, KOTOPBIM ThI I0BEPSIEIIb. JTO IEKTPOHHBIN aJpec HE HA0
UCIIOJIb30BaTh MPH PETUCTPALMK Ha popyMax U callTax;



7. He oTkpsiBaii (aitipl U ApyrUe BIOKEHUS B MUChbMaX, JaKe €CITM OHH MPUIILTH OT
TBOMX Jipy3el. Jlydie yrouHu y HUX, OTIIPABIISUIA JIU OHU TeOe 3TH (aiiibl;

8. Ilocne oxkoHuaHMs pabOThI HA IOYTOBOM CEpPBUCE NEPE]] 3aKPITHEM BKIIAIKH C
caifTom He 3a0yap HaxaTh Ha "BeridTu".

Kl/lﬁepﬁymmﬂr HJIX BUPTYAJbHOC U3I€BATECJIBCTBO

KubepOymmuHr - mpeciieoBaHue COOOIIEHUSIMH, COACPKAIMMHU OCKOPOICHUS,
arpeccuto, 3alyruBaHue; XyJIUTaHCTBO; COMAIbHOE OOHKOTHPOBAHUE C TIOMOIIBIO
pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHosnvie cosemol no bopvbe ¢ KubepOVIIUHSOM:

1. He 6pocaiics B 60ii. JIydmuii crioco6: mMOCOBETOBATHCS Kak ce0si BECTH U, €CIIU
HET TOr0, K KOMY MO>KHO OOpaTHTHCS, TO BHaYaJle YCIIOKOUThCS. Ecin Th
HayHeIllb 0TBEYAaTh OCKOPOJIEHUMHU Ha OCKOPOJIEHUS, TO TOJBKO elle 0oble
pa30KenIb KOH(IHKT;

VYmpasinsii cBoeil kubeppenyTaluei;

3. AHOHMMHOCTH B ceTd MHUMas1. CyIIeCTBYIOT ClIOCOOBI BEISICHUTB, KTO CTOHT 32
QHOHUMHBIM AKKayHTOM;

4. He crouT BecTH XyJIHTaHCKUI 00pa3 BUPTyanbHOH ku3HU. HTepHET (hukcupyer

BCE TBOM JICHCTBUA U COXpaHsET UX. Y JaIUTh UX OyJeT KpailHe 3aTpyAHUTENIBHO;

Co0moaii CBOXO BUPTYaAJIbHYIO YECTh CMOJIOJY;

6. Urnopupyil enuHuyHbIi Heratus. O1HOPa30BbIe OCKOPOUTEIbHbBIE COOOIICHHS
JTydine urHopupoBath. OOBIYHO arpeccusi MpeKpaaeTcss Ha Ha4aabHON CTaINu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLIEHUSMU, B
COILIMATBHBIX CETSAX €CTh BOBMOKHOCTH OJIOKHMPOBKH OTIIPABKU COOOIICHUH ¢
OTIpEeIeIEHHBIX aJIPECOB;

8. Ecmu 161 cBUneTens knbepOysumHTa. TBOM NEHCTBUSA: BBHICTYIIUTH IPOTUB
npecieoBaTelis, I0Ka3aTh €My, YTO €ro JeHCTBUS OLIEHUBAIOTCS HEraTUBHO,
NOJJIEPKaTh JKEPTBY, KOTOPOH HY)KHA TICHXOJIOTHYECKas! [TOMOIIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOIO MOBEICHUS B CETH.

no

o

MoonabHblii Tes1e()oH

CoBpeMeHHbIe cMapTHOHBI U MJIAHIIETHI COICPIKAT B c€O€ BIIOJIHE B3POCIBII
(GyHKIIMOHAJ, ¥ TeTIEPh OHU MOTYT KOHKYPHPOBATh CO CTAI[MOHAPHBIMU KOMITHIOTEPAMH.
OpHako, Cpe/ICTB 3alIUThI AJIs1 TOTOOHBIX YCTPOUCTB MOKA OUeHBb Malio. TecTupoBaHue 1
MOMCK YSI3BUMOCTEW B HUX ITPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1y [1K, To ke camoe
KacaeTcsl 1 MOOMIIbHBIX MPHIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJbHBIE aHAIOTH,
OJTHAKO paciupeHne GyHKIMOHAIA BICUET 32 CO0O0M OOMBIIYIO CIOKHOCTh U MEHBIIIYIO
3alIMILIEHHOCTb.

Jlanexo He BCe MPOU3BOJAUTEINN BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE KPUTHUECCKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHosnvie cosemol 05t 0e30nACHOCIU MOOUIbHO20 meledoHa:




How

Huuero He sBisieTcs mo-HacTosIEMY OecIulaTHBIM. byb ocTOpOXkeH, Bellb Korja
Tebe nmpearaloT 6ecIuIaTHBIH KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO
IUTATHBIE YCIIYTH;

Hymaii, mpexe ueM otnpaButh SMS, ¢poto unu Buzaeo. Thl TOUHO 3HACIIB, TIE
OHHU OyZyT B KOHEUHOM HTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Vcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbI JIIsI MOOUJIBHBIX TEJE(OHOB;

He 3arpy:xaii npui10keHus OT HEU3BECTHOI'O UCTOYHMKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE NTPOrpaMMHOE 0OecIieueHue;

[Tocie TOoro Kak ThI BBIMICIIB C CaiiTa, TJI€ BBOJIII JIMYHYIO HH(POPMAIUIO, 3aii11
B HAaCTpOWKHU Opay3epa u ynanu cookies;

[Tepuoanuecku mpoBepsii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM
HOMeEpE;

JaBaii cBoii HOMep MOOMIBHOTO Tene(oHa TOIBKO JIOISIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBEpsICIIb;

Bluetooth gomken ObITH BBIKITIOUEH, KOTAa THl UM HE TONIb3yembes. He 3a0biBait
MHOT A IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UIPHI - TO KPACOYHBIE, 3aXBaThIBAIOILNE PA3BIICUEHUS,
00BeAMHSIIOIINE COTHU ThICAY YEJIOBEK 10 BceMy Mupy. Irpoku uccieayroT 1aHHbI UM
MUp, OOIIAOTCS IPYT C IPYTOM, BBIIOIHSAIOT 33JJaHUsl, CPAKAIOTCS C MOHCTPAaMH U
MOJIyYaIOT OMBIT. 3@ YOBOJILCTBUE OHU IUIATAT: MOKYIAKOT JUCK, OIJIaUUBaOT
a0OHEMEHT MJIM MPHOOPETAIOT KaKUEe-TO OIILUH.

Bce ot cpenctBa uyT Ha nojaaepKaHUe U pa3BUTHE UTPHI, a TAKXKE HA caMmy
0€30MacCHOCTh: COBEPILIEHCTBYIOTCS CHCTEMbI aBTOPU3ALIUH, BHIITYCKAIOTCS] HOBBIE MATYU
(un¢poBbIe 3aIIATKU AJIS1 IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO Kpasku
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMK OONBIINHCTBA UTD.

Ocnosnble cosembl N0 0e30NACHOCHU NE0E20 ucpo6020 aKkKkayrma.

No ko

Ecnu npyroit urpok Bener ceds TIoXo Uik co3aeT Te0e HEeMPUSTHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

[Toxanyicss aIMUHUACTPATOPaM UIPHI Ha IUI0XO€ ITOBEIEHNE ITOT0 UTPOKA,
JKEJIaTeIbHO IPUIOKNTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

He ykasbiBail nuunyto nHpopmaiuio B podaiine urpsi;

YBaxail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnuBail HeopumanbHble MTaTYu U MOBI;

Hcnonp3yil CIIOKHBIE U pa3HbIE TApOJIH;

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIKOYaTh aHTUBHpYC. [1oka ThI urpaenis, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.



OUIIUHT WA Kpaxa JUYHBIX JaHHbIX

OObI4HOI Kpaskel JIeHeT U JOKYMEHTOB CETrOHS YK€ HUKOTO HE YAMBHIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTHIA 3JI0YMBIIICHHUKH IEPEMECTUIIMCh B MHTEPHET, U
MPOJIOIHKAIOT 3aHUMATHCS "MTFOOUMBIM" IETTOM.

Tak mosiBUIIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILKHT, TTIaBHAS LEIb
KOTOPOT'O COCTOHUT B MOJYYCHUN KOH(PHICHIIMATIBHBIX JAHHBIX ITOJIb30BATEIICH - JIOTHHOB
u mapoJjeii. Ha anrnmiickom si3eike phishing unraercs xak ¢umumnr (ot fishing - peionas
JIOBJISI, password - maposib).

OcHosnvie cosemol no bopvbe ¢ puunsoMm:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl I0Jj03peBaelllb, YTO TBOS aHKETA ObLIa
B3JIOMaHa, TO HE0OXO0AUMO 3a0JIOKHPOBATh €€ M COOOIIUTH aIMHUHHUCTPATOPAM
pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonp3yii 6e30nacHble Be0-CalThl, B TOM YHCIIE, HHTEPHET-Mara3nHoB U
HIOUCKOBBIX CUCTEM;

3. Hcnonb3yii ciioxHbIE U pa3HbIe aposu. TakuM o0pa3zoMm, eciiu Te0s B3JI0MAIOT,
TO 3JI0YMBIIIJICHHUKH MOIYYaT AOCTYH TOJIBKO K OJHOMY TBOEMY IIPOGUIIIO B
CETH, a HE KO BCEM;

4. Ecnu Te0s B310MaNId, TO HEOOXOUMO MPEAYNPENUTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE T0OaBJIEHBI y TEOS B APY3bsIX, O TOM, YTO T€Os B3JIOMAIN U, BO3MOXKHO,

OT TBOET'O UMEHHU OyZIeT pacchbuIaThCs ClIaM U CChUIKU Ha (DPUILNHTOBbIE CANUTBI;

YcranoBu HagexxHbil apois (PIN) Ha MoOMIBHBIH TenedoH;

OTx1r0un coXpaHeHue napoJs B Opaysepe;

7. He oTkpsiBaii (aiiiasl 1 qpyrue BIOKEHHS B MMChMaX, TAKe €CII OHU MPHIILUIA OT
TBOMX Jipy3el. Jlyuiie yrouHH y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl.

SRl

Mudposas penyramus

Hudposas penyranus - 370 HEraTUBHAS WIKM NO3UTUBHAS MHQOPMAIIHS B CETH O Teoe.
Komnpomerupyromas naopmarus, pasmenieHHas B UHTEPHETE, MOXKET CEphe3HBIM
00pa3oM OTpa3uThCs Ha TBOEH peasnbHOM xu3HU. "Llndposas penyrauus" - 3to TBOI
UMUK, KOTOPBII GpopMupyeTcs u3 nHpopmanuu o Tede B UHTEpHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpoCcTKH JETKOMBICIEHHO OTHOCATCS K IyOJIMKAIMK TUYHON MH(OpMaIiu B
HNHTepHeTe, He MOHUMAasi BO3MOKHBIX NOCIEACTBAN. ThI 1aXke HE CMOKEIIb JOTraaThCs O
TOM, 4TO (hoTOrpadus, pasMelieHHas 5 JeT Ha3a/l, cTajga MPUYNHON O0TKa3a MPUHATH TeOs
Ha paboTy.

Kommenrtapuu, pazmerienue TBoux ¢ororpaduit u gpyrue 1eicTBUsS MOTYT He
MCYE3HYTh Ja)Ke MOCIe TOro, Kak Thl UX YAaNullb. Thl HE 3HAElIb, KTO COXPAHUI 3Ty
uH(OpMaIlIKIO, TTONasa JIM OHA B TOMCKOBBIE CUCTEMBI M COXPaHMJIACh JIM OHA, a IJIABHOE:
YTO MOJIyMaoT 0 TeOe OKpYyKaroIlIKe JII0AH, KOTOphle HAalAYyT M YBUIAT 3T0. Haiitu
UH(POPMALIHIO MHOTO JIET CITYCTsI CMOXKeET JII000H - Kak U3 100pbIX MOOYKACHUH, TaK U C
HaMEpEeHHUEM IPUYUHUTH BPeJl. DTO MOKET ObITh KTO YTOJIHO.

Ocroesnbvie cosemul no 3auume I/H/ld)DO(EOIZ penymayuu.




[Togymaii, mpesxie ueM 4TO-TO MyOIMKOBATh U MepeaaBaTh y ce0s B O0re Uiu B
COILIMAILHOM CETH;

B nactpoiikax npoduiis ycTaHOBU OrpaHUYEHHS Ha IPOCMOTP TBOETO MPOQPHIIL U
€ro COJEPKUMOr0, CeJIail ero TOJIbKO "1uist Ipy3en";

He pa3memaii u He ykasbiBail ”HGOpPMAIUIO, KOTOPasi MOXKET KOro-11ubo
OCKOPOJIATH WA OOMKATh.



